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Executive Summary

This document provides an early preview of the basic SECURED architecture. As such, it is to be
considered as work in progress and therefore contains some elements which are subject to change.

The document provides a general architectural framework for application offload from user terminals
into the network, combined with support for security policies, and lists the functional requirements of
all required components.

The overview is presented in a technology-agnostic fashion. All technology-dependent and imple-
mentation related details are addressed in deliverables provided by the following work-package in SE-
CURED: WP3 (NED architecture), WP4 (Policies) and WP5 (Applications and Services).
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1 Introduction

The protection of Internet-connected devices, such as mobile phones and laptops, has typically been
achieved through installing appropriate specific tools on each device (e.g. a personal firewall, malware
analyser, parental control application). However, this raises several issues: privileged access on the
device is often required, tools may use a large amount of computational resources, platform capabilities
vary, and appropriate tools may be unavailable on particular systems. Moreover users need to configure
each security control on each of their devices, resulting in an unsolvable maze for non-technically savvy
users. This results in ineffective or inconsistent protection for users who use different devices across
different networks (e.g. border firewalls are available in corporate Wi-Fi environments, but the user
is not protected over a 3G network). In addition to this problem, there is an escalating number of
embedded devices connecting to the internet, of which many contain little to no security installed.
This includes sensors, controllers and appliances which fall under the broad definition of the Internet
of Things (IOT). Furthermore, the inconsistent set of security controls for a large number of devices
also creates a policy management and enforcement nightmare in an age where Bring Your Own Device
(BYOD) is becoming increasingly popular in the workplace. The SECURED project aims to provide
an innovative architecture to achieve device protection from Internet threats by offloading execution
of common security applications away from user devices and into a programmable device at the edge
of the network. This Network Edge Device (NED) hosts a common set of a security applications,
providing a uniform security control point for all connected devices. These secure and trusted NEDs
can act in several different scenarios, such as in home gateways, enterprise routers, mobile or public
access points. The architecture allows for different users (e.g. individual users, corporate ICT managers
and network providers) to install on-demand and execute Personal Security Applications (PSA) within
their own trusted and virtualised execution environment. The NED securely hosts and isolates the user
environments, and it also isolates the traffic flows of different users. Users are able to monitor their
PSAs through their own trusted Personal Security Controller (PSC) on the NED. Thus, the security
architecture of the NED must be carefully designed to securely address the different requirements.

A management framework is also required for securely deploying and configuring PSA applications
based on well-defined policies defined by the end user. Traditional policy problems typically range
from confusing definitions to enforcement ambiguities. The architecture supports scenarios for multi-
tier policy definition languages, each aimed at different sets of stakeholders, e.g. one aimed for non-
technical end users and one for technically knowledgable developers and users. Reconciliation of
potential policy conflicts is also addressed as part of SECURED.

1.1 NED models

The project anticipates different flavours of a NED, which can cover many different network scenarios.
Figure 1 presents the possible implementation options of the NED according to three orthogonal dimen-
sions, namely the hardware architecture, the type of deployment, and how the user traffic is delivered
to the NED.

The first dimension considers two possible hardware options: special purpose components specifically
engineered for data plane processing (e.g. network processors, hierarchical memory architectures,
hardware accelerators) versus general purpose standard high-volume components (e.g. general purpose
processors, mainstream memories). The former is more appropriate for high speed processing, while
the latter offers a better price/performance ratio and looks more appropriate to integrate the NED in a
Network Functions Virtualisation (NFV) cloud-like infrastructure. A complete software version will
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Figure 1: Dimensions for the possible NED deployment scenarios.

also be available, which can be deployed on conventional computer hardware, such as a server or a
spare personal computer which has sufficient computational ability; located in the same network as the
protected devices, the user only diverts their traffic to it before it is processed and forwarded to the
internet. This is referred to as a Virtual NED (vNED). Overall, whether through discrete hardware or
virtual, these NEDs share the same logical architecture and specification.

Concerning the second dimension, the NED is distinguished as a monolithic component (e.g. a switch
or a server) that implements all the core functions from the case in which the NED functions are
distributed across multiple components. For example, a traditional router that does not have advanced
computing capabilities might redirect the user traffic (e.g. based on a protocol like OpenFlow [1]) to a
server that takes care of the required processing. The monolithic flavour looks simpler to deploy and
manage (e.g. the procedure to verify the hardware/software integrity must handle a single component).
Instead, the distributed model can guarantee better scalability and is oriented towards a cloud-like or
NFV environment.

The third dimension refers to the way the user traffic is redirected to the NED. While the preferred in-
carnation of this project assumes that the network is SECURED-aware and hence the traffic is automat-
ically handled by the (first) network device encountered (“transparent” traffic steering), it is foreseen
also the case of a user connecting over an untrusted or not SECURED-aware network. In this particular
case it is foreseen that there would be a need for a small agent operating on the user device in order
to establish a secure tunnel to a remote NED and subsequently deliver all the user traffic to it (using
“explicit” traffic steering).

1.2 Use cases

In this subsection, use cases are presented to understand and define trust zones, user expectations
and likely technological scenarios. Each describes the likely user devices, the type and number of
users, their technical skills, and foreseen networking and computing capabilities. A distinction is made
between a network provider (such as an ISP) and the SECURED provider. As a minimum, two business
cases are supported:
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Figure 2: Security applications hosted at home-gateway NED.

1. the primary case is that the SECURED provider is also the ISP (e.g. Telefonica offering SE-
CURED services to customers on their own network);

2. the secondary case is where the ISP is not involved in providing the SECURED service. An
example would be a small business which may have an existing network provider but may either
be providing services itself on a local NED infrastructure or by outsourcing managed NEDs to a
third-party services company).

Another assumption is that the mobile provider is the same as the Internet provider (at home or enter-
prise). Other cases are considered later in the project.

1.2.1 Home network

Home users who access the Internet via xDSL, using a local network via wireless or cable, with sev-
eral devices (desktop, laptop, tablet, smartphone, smart TV, . . . ). There are few and known users (e.g.
family members and visitors), low technical skills, and limited local networking and computing capa-
bilities.

Home gateway. This subscenario considers a NED that is placed within the home of the end user,
which has either been specifically purchased by the home user or it has been provided for free
by the ISP. The user is the NED owner, and thus is the administrator of the NED. Figure 2 shows
the NED acting as the local access point within the home environment.

ISP hosting. Since many home users have direct, fixed xDSL connections to a place in the ISP net-
work, there are opportunities for network providers to offer hosting of SECURED security ser-
vices without the need for a powerful NED gateway like in the Home gateway scenario. This is
illustrated in Figure 3.

1.2.2 Enterprise

Employees access a corporate LAN via cable or wireless using multiple devices, of which are primarily
workstations. The enterprise may contain a high number of users (hundreds to thousands, including
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Figure 3: Security applications hosted at ISP NED.

visitors and contractors, of which most are known and registered). It is expected in this scenario that
there is a sufficient number of available system administrators are available who have highly techni-
cal skills, and the enterprise has powerful networking and computing capabilities. NEDs are placed
either locally to the users or near border gateways, depending on the security and trust model of the
organisation. These differences are depicted in Figures 4 and 5.

Hosted on site. Protects all employee traffic through appropriately placed NEDs, or redirect all traffic
flows to local servers with large computational capability.

Outsourced security. Hosted by an external entity, such as an ISP. Particularly fitted for small and
medium businesses that do not own a capable IT infrastructure, yet are looking for a unique
BYOD security solution for highly mobile employees (phone, tablet, laptop). This may be
achieved through a contractual agreement between a business and a mobile network provider.

1.2.3 Public hotspot

Citizens access the Internet via WiFi access-point (e.g. at a cafeteria, railway station, airport, . . . ),
where there are many other users (unknown and changing frequently), few devices (just laptop, tablet
and smartphone), low local technical skill and networking/computing facilities (but ISP may provide
additional skills and facilities). This scenario considers that NED will be part of the access-point
infrastructure (the NED acting as the access point) or traffic is forwarded to a nearby vNED.

1.2.4 Mobile

Customers access the Internet via 3G/4G, using few devices (just laptop, tablet and smartphone), a sin-
gle known and registered user per device (but many known and registered users in the mobile network),
no local technical skill, no local network, no local computing facility. Everything is provided by the
telco/ISP, including the NED devices. The mobile access network is totally controlled by the mobile
provider, and there is a strict contractual relationship between user an provider. In functional terms, it
is equivalent to the enterprise or home networked environments.
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1.2.5 Internet of Things (IoT)

In addition to the primary intended use-cases listed above, SECURED may also consider an extended
use-case for special purpose internet connected devices, for instance sensors and embedded consumer
products. These devices typically access the internet over a wireless network (Wi-Fi, 3G, ZigBee, . . . ),
but are not very configurable, and have extremely limited compute capabilities and features. These
are usually managed by a local administrator with some degree of technical knowledge. Furthermore,
it may be impossible to install anything locally on these devices (e.g. for adding VPN or additional
protocol support), so this case must not rely on anything local to the user terminal.

1.3 Application- and policy-driven configuration

When it comes to policy configuration, two approaches are considered for the architectural design:

Application-driven scenario. The user selects applications and either defines a high-level policy which
can be applied everywhere or the user can manually create medium-level policies for each per-
sonal security application.

Policy-driven scenario. The user creates a high-level policy and applications are automatically as-
signed to fit the scenario. Since this scenario is fairly advanced, it is not covered within the alpha
version of this specification.

2 Threat model

This section describes the primary threats that may arise when security is offloaded from the user
device and into a network edge. Threats are evaluated from three distinct perspectives: legal, privacy,
and traffic. The legal analysis highlights possible legal issues regarding the application of such a model,
the privacy analysis highlights possible threats for the user privacy, and the technical analysis highlights
possible security related threats. The list of identified threats have been used to specify the requirements
presented in Section 3.

2.1 Legal and Privacy

The legal and privacy analysis at this stage of the project takes into consideration some general issues
related to the legal matters rising from application of the model and the possible threats for the user’s
privacy. A proper threat model analysis from the legal and privacy perspective will be properly con-
ducted considering the different use cases defined in Section 1.2, once the security review is carried out.
Moreover, adequate requirements, in parallel with the technical and security requirements mentioned
in the following Section 3, will be developed.

2.2 Technical

The technical analysis focuses on threats regarding traffic generated by the user and traffic directed
to him. From the technical point of view this threats can be divided into three categories: traffic
processing, traffic interception/manipulation and traffic generation.

SECURED D2.3.1 page 6 of 39
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2.2.1 Traffic processing

The user has no direct access to the NED and can not verify that their traffic is processed according to
their specification. A malicious NED, which does not apply any security, may pose as a legitimate one
and therefore the requested security features may not be applied. SECURED users need a method to
verify that their traffic is processed correctly.

SECURED allows third parties to write security specifications for users. This could be a threat in case
the other actors are malicious. Therefore the users must be notified when somebody overwrites their
security requests.

2.2.2 Traffic interception and manipulation

Traffic interception and manipulation is the most serious threat in the case the user wants to offload the
creation of secure channels to the NED.

During the transmission from the user terminal to the NED the traffic could be intercepted and ma-
nipulated by a malicious user. Therefore the connection from the user terminal to the NED must be
sufficiently secure. Depending on the connection type the security requirements may be different.

Since each NED processes the traffic of multiple users the threat of traffic interception and manipulation
exists also inside the NED itself. Therefore within the NED the traffic of different users must be
isolated.

2.2.3 Traffic generation

A malicious applications on the user terminal may establish an alternative connection to the Internet or
an other network in general. This alternative connection can be used to send and receive traffic which
has not been processed by SECURED.

An alternative scenario may be that an attacker bypasses the NED and contacts the user terminal. Also
in this case the traffic is not processed by the NED and the requested security may not be applied.
Another problematic scenario would be an external entity generating traffic to overload the the user
terminal, such as a distributed denial-of-service (DDoS), which would affect the NED’s service.

Therefore the SECURED architecture must ensure that all traffic from a remote device to the user
terminal is processed by the NED, and that the NED has the capacity to manage the traffic.

3 Requirements

This section defines the security and technical requirements for the SECURED architecture, which
addresses many points raised from the requirements analysis in D2.1 [2]. Some of the requirements
can be weakened if other conditions hold. The architecture will have some components or features
which can be made optional given certain assumptions about security and trust of some components
and environments.

3.1 Security requirements

Completeness. All the traffic generated by, or headed to, the user terminal (including the LAN traffic)
must be processed by the NED.

SECURED D2.3.1 page 7 of 39
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Trust. Since applications would be executed within a node that is not under the control of the end user,
a verification mechanism is needed to provide evidence that the NED can be trusted to run the
applications. In particular, a NED should provide the following guarantees.

First, it must prove that it is an original device and not a node simulating the SECURED be-
haviour (for example by reproducing the same output upon a request); the consequence of trust-
ing a fake device could be that its owner or an intruder could manipulate the traffic of the victim
at their will. The device can be evaluated using a technique like remote attestation.

Second, a NED must prove that the traffic of a given user is processed by the applications he
requested and not by some malicious software (that could, for example, forward all user’s traffic
to an attacker’s favourite location).

Note that trust should come from the evaluation of these guarantees, but SECURED does not
exclude the possibility to accept other sources of trust. For instance, end users might be satisfied
with trust originating from non-technical considerations, such as having the physical control of
their home gateways or a contractual agreement (and corresponding liability) with their ISP.

Channel protection. If the user trusts a NED, they must also create a protected channel with it, so that
attackers cannot manipulate the traffic between them. In addition, they must ensure that the other
endpoint of the protected channel is the same entity that presented the trust proofs, otherwise an
attacker could perform a man-in-the-middle attack by relaying the proof requests and replies to
a trusted device.

Isolation. As a NED could be multi-tenant (e.g. many users connected at the same time to a public
WiFi access point), it must ensure the proper separation of traffic of the different users and must
bind each flow only to the applications that originated it. Since applications could misbehave
(e.g. due to a bug or a vulnerability exploited through a malformed packet), a NED must properly
confine each application so that a misbehaving one does not affect the others.

Authentication, Authorisation and Accounting. The architecture will include many different exter-
nal services, some of which may be managed by different stakeholders or are held in different
domains. Each repository and external service will require authentication. Hence, a common
authentication system between systems would be an ideal requirement. However, as an example,
if policies and application binaries are held in different domains with different authentication
credentials, then there must be a way of transparently supporting different credentials in an in-
teroperable manner.

3.2 Technical requirements

User authentication. To deliver protection to the right user, a NED must have the capability to rec-
ognize who is currently connecting to it with a standard authentication procedure (e.g. a user-
name/password pair). It is worth noting that this is not a mechanism for network access control1,
although the NED could use information exchanged during this phase. Rather authentication is
needed to retrieve the user’s profile (applications and policies) so that a NED knows how the
traffic of this user must be processed.

1For connecting to the network, the user might have already performed and authentication step (e.g. as part of a 802.1X
access control procedure).
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Standardised platform. Since a security application could run on an arbitrary NED (e.g. home gate-
way or corporate switch, depending on the location a user connects from), it must be designed
to support different environments. This requirement could be met by designing applications
in a platform-independent way (e.g. as Java byte-code) or ensuring that a NED could run the
environment required by an application (e.g. through virtualization).

Standardised policies. Typically applications that accomplish similar tasks for different platforms of-
fer different configuration options, thus increasing complexity for a user to obtain the same be-
haviour. To overcome this problem, a user should have the possibility to express how his traffic
must be processed with an application-independent policy language. The user policy should be
used transparently by different SECURED providers (may be limited by semantic problems or
specific policy extension of a provider). The PSA(s) should run everywhere but may be limited
by business, trust, or technical impediments of a specific SECURED provider.

Interoperability. Interoperability must be considered for the three major stakeholders: users (have
PSA running everywhere, have policy accepted everywhere), developers (create a PSA that can
run everywhere, support policy with a well defined specification), and providers (support policy
and PSA with a well defined specification).

Scalability. Since the NED is primarily a networking device (although augmented with computational
capabilities) supporting a massive number of concurrent tenants connected to it, all the NED
components executing user applications should be as lightweight as possible, with fast prim-
itive operations oriented to network processing, such as packet filtering and segment/payload
reassembling.

Availability. The architecture must be able to support the availability needs of enterprises, service
providers and network operators. These stakeholder typically have large distributed infrastruc-
tures, where providing high availability helps to avoid service faults and downtime. This is also
related to the Scalability requirement.

Deployment scenario. The SECURED architecture must support different deployment scenarios. We
should at least support the four deployment scenarios mentioned in the “use cases” section. Ad-
ditionally, the SECURED architecture should support cloud-like environments, so that the user
traffic is processed by using Network Function Virtualization technologies.

4 Architecture overview

The high level architecture contains the functional specifications of all the SECURED components and
their exposed interfaces. The main workflows and connection setup for SECURED are described in
Section 5.1.

4.1 SECURED application

The SECURED application runs on all user terminals and takes security decisions on behalf of the
user. It is very lightweight and has minimal impact on the user terminal, designed to provide support for
protocols such as NED discovery, remote attestation, network configuration (such as VPN for accessing
remote NEDs over untrusted networks) and for mobility handover. In addition to these capabilities there

SECURED D2.3.1 page 9 of 39



D2.3.1 – Specification of the SECURED architecture
(alpha version)

will be a way to receive notifications from the user PSAs deployed on the NED, which will initially be
developed as part of the SECURED application. The application can be activated and deactivated by
the user. When the application is activated all the network traffic is processed by the connected NED,
otherwise the user terminal acts and reacts like a device without SECURED.

Whilst the SECURED application is strongly recommended for better user experience and security, it
is considered an optional component in the architecture due to use case scenarios where applications
cannot be installed on the local user terminal, such as with the IoT use case.

4.1.1 NED discovery

In the absence of a trusted local NED, the NED discovery module is responsible for identifying suitable
remote NEDs. The discovery process includes NEDs specified by the network configuration of the user
terminal, a user-defined NED list and public NED lists. After the module has identified possible NEDs,
the best NED is selected and the connection is established. The most suitable NED will be a trade–off
between latency and NED capabilities.

4.1.2 Remote verifier

The Remote Attestation (RA) verifier is an optional local or remote service which assesses the NED
measurements during the trust establishment phase. The integrity analysis of the report returned by
the NED can be performed either locally on the user terminal or through a remote trusted third party
verifier. The RA protocol includes the verification that the NED is genuine and the integrity analysis of
the NED measurements. Furthermore the integrity analysis can be customized by the user by adding or
removing integrity requirements. Since computation is limited on the local device, only a small digest
list of trusted software should be checked. This can be particularly appropriate for fixed connection
scenarios. For more diverse NED software stacks, a remote verifier would be more computationally
equipped to handle a diverse range of measurements. This in turn would be more appropriate where
users connect to many different NEDs, such as in the mobile scenario. The location of the remote
verifier can be anywhere: either on the local network or as a completely independent third party on the
internet (e.g. an example domain would be https://verifier.secured-fp7.eu)

4.1.3 Network configuration

After the NED has been attested, the network configuration module establishes a secure and trusted
channel with the NED. Furthermore the network configuration module ensures that all traffic generated
by the user terminal is processed by the NED and no other communication channel outside the secure
channel is established.

4.2 User Profile Repository (UPR)

The UPR is an independent network service which stores the user profiles (including the policies)
of SECURED users. It is dependent on a general purpose authentication system, which is described
in Section 4.9. Apart from the user policies, it also contains the latest service graph, which is the
composition and configuration of PSAs inside the user’s TVD. An abstract overview of the UPR is
shown in Figure 6.
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User profile
A user profile contains a list of the authentication credentials, a list of all the PSAs in possession of the
user, the security policies, the service graph, and the address of the PSAR location.

Service graph
The Service Graph is the formalism that describes the service requested by the user and it is, in its
simplest form, a set of cascading PSA that are active on the user’s traffic. The service graph can
be either specified by the user in case of the application-driven service model (e.g. an experienced
user that selects the PSA that have to operate on their traffic and their service order) or calculated
automatically (e.g. in case of a standard user). The latest service graph of the user is always stored in
the UPR.Formally, the service graph is defined as the superposition of two directed graphs in which
nodes represent the PSAs and the arcs represent the flow of the traffic between the two nodes. Arcs
can be labeled with a set of packet filtering rules (e.g. OpenFlow Flowmods) that select which traffic
has to flow through that arc in that direction. The initial/final arc of the service graph terminates on
the Service Access Points, which at the first sight can be considered (i) the user terminal and (ii) the
Internet. In fact, service graphs are composable in order to allow the traffic to traverse the service graphs
of different actors (e.g. the end user, the service providers, etc); the actual service experienced by the
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user results from the concatenation of all the service graphs of the involved actors. The composition of
the service graphs is carried out by merging the IN/OUT service access point, according to the order
given by the priorities of the different actors. The service graph is intended to describe the service,
not how the service will be provided. As a consequence, no physical information is present such
as physical/virtual ports, application/VNF (Virtual Network Function) placement, topology, and other.
The complete service graph will consist of the user service graph concatenated with other service graphs
which are forced by the administrative domain. For instance, a user service graph will subsequently
enter the employer’s service graph (which has it’s own set of PSAs and policies). An example of a
possible service graph is shown in Figure 7 and its textual representation can be seen in Appendix B.
The service graph is represented by two lists: one of the PSAs and another one with the flow-rules that
the traffic must follow (the most selective rule has the priority in case of multiple matching).

4.3 Security Policy Manager (SPM)

The SPM is a remote service for users to create, delete, edit, view, and export their security policies.
End users define a single HSPL policy or multiple MSPL policies. For more information on policies,
see Section 6. Once the policy is defined, the policies and service graph can be exported to the User
Profile Repository, defined in Section 4.2. The interaction between the SPM and the User Profile
Repository is illustrated in Figure 8. This policy support tool offers two different interfaces:

• a web-based management system for end-users to define their policies, create profiles for quick
enforcement (and sharing), find appropriate PSAs to implement the policy, or match a policy
with the available PSAs;

• a programmatic interface (likely based on the web-service paradigm, but the actual model will
be decided during the project implementation) offering various policy management services to
the other software components of the project, such as policy retrieval for a specific user or PSA,
translation from HSPL to MSPL, conflict detection and resolution among different policies (for
example when the user policy must be combined with the employer policy) and identification of
security capabilities needed to implement a policy.

In addition to providing a policy editor and translation services, the SPM will contain additional logic
to handle the policy-driven scenario, which includes automatic selection of appropriate PSAs given a
set of constraints or criteria. The definition of the SPM services will be provided in Deliverable D4.4
[8]. Information about the policy refinement service is described in Section 6.1.

4.4 PSA Manager (PSAM)

The PSAM contains two modules: the user portal and the developer service. Each module is composed
of an interface (i.e. a web page for the users and an API for the developers) and an underlying service
that performs the checking logic and interacts with the others SECURED infrastructure components
(PSAR, SPM, NED, etc.).

The user portal allows a user to configure their user profile (i.e. service graph, PSAs and policies) while
the developer service is used by a developer to make their PSA available to the user.
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4.5 PSA Repository (PSAR)

The PSAR is a storage service, addressable through an API, for the PSAs and their associated manifest
and policy translation plugin. The PSAR API can be accessed by the PSAM (for a developer to put
their PSA or a user to choose a PSA), the SPM and the NED (to retrieve the PSA or the plugin). The
relationship between the PSAM and the PSAR, and the NED is shown in Figure 9.

4.6 PSAM–PSAR integration

SECURED envisions two main ways of deploying the PSAM–PSAR (with regards to the NED): the
open and closed ecosystems. In the open ecosystem the PSAM and PSAR are publicly accessible by
any NED, while in the closed ecosystem there is a on a set of NEDs that can use the PSAM and PSAR.
For the open ecosystem, the user should be able to authorise access to the PSAM, PSAR and UPR
using a third party service (e.g. a decentralised protocol and identity provider such as OpenID).

The open ecosystem aims to allow the creation of FOSS PSAs repositories or PSA marketplaces where
a user can buy some PSAs to be executed on every NED they will connect to. The closed model is more
suitable for the enterprise scenario where the PSAM and PSAR are part of the enterprise network, and
the PSAs can be audited before their deployment inside the company.

4.7 Connection to the NED

Depending on the scenario, the connection to the NED can be established through different access
mediums (i.e. layer 2 level links) that may be shared or open to public. Nevertheless, whatever the
medium type, the user device–NED channel must be secure; in this context security can be separated
in three properties: confidentiality, integrity and authentication.

Table 1 summarises some widespread features that enforces the required properties for the primary
SECURED use cases with the three most relevant connection media: Ethernet, WiFi and 3G/4G. This
list is proposed to show examples of the enforcement of the channel’s security, any user device–NED
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Figure 9: PSAM front-end and PSAR back-end.

channel proposing the required properties can be used to connect to the NED; in particular, any tunnel
over an insecure medium that provides the three security properties can be used.

As an optional feature to the connection establishment, an implementation can also tie the initial at-
testation (of the user–independent part of the NED) with the secure channel handshake. However,
regardless of the implementation and as stressed in section 3.1, the identity used for the trust attestation
of the NED must be strongly bound to the authentication of the secure channel2. More information on
this is provided in [3]. Whilst the standard architectural models allow the user to authenticate via the
NED, it is also recommended for particular scenarios, such as in the enterprise scenario, to provide mu-
tual authentication between the user terminal and the NED. Some different implementations examples
for the secure channel establishment are described in Deliverable D3.1.1 [4].

4.8 NED components

The following subsection provides definitions for all the key components required for all types of NED,
including both virtual and monolithic. The NED architecture employs a hierarchical model with the
principle of least privilege, where user PSAs are controlled by a personal controller (PSC), which in
turn must be able to interact with the NED’s global TVD Manager for privileged operations to occur.
The subsection is then followed by a brief overview of the interactions between the components. More
details of the components and how they can be implemented are described in deliverable D3.1.1 [4].

2Implicit authentication of the secure channel weakens this binding.
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use case medium secure channel enforcement

Home

Ethernet Implicit (physical–based) through the direct connection.

WiFi Confidentiality and integrity through WPA2, authentica-
tion with SSID (weak)

xDSL/FTTX Confidentiality and authentication using Radius over PP-
PoE for ISP-hosted NEDs (Section 1.2.1)

Enterprise
Ethernet Implicit confidentiality and integrity through direct con-

nection, explicit authentication with IEEE 802.1X

WiFi Explicit secure channel through WPA2 EAP-PEAP

Public hotspot WiFi Potentially nonexistent, can be created with the SE-
CURED app

Mobile ISP 3G/4G Security of the channel built into the protocol (confiden-
tiality, integrity, mutual authentication provided through
3GPP AKA)

Virtual/Remote NED IPsec Security of the channel built into the protocol.

Table 1: User device–NED secure channel enforcement.

4.8.1 Personal Security Controller Manager (PSCM)

The PSCM is the NED font-end, it is contacted by users to setup a connection with SECURED and
contains two modules: the Remote Attestation Agent and Authentication Module. The Remote Attes-
tation Agent is in charge of executing the remote attestation protocol with the user and reporting the
integrity status of a NED. The Authentication Module requests to a connecting user a proof of their
identity to retrieve the user profile (policies and applications).

4.8.2 Trusted Virtual Domain (TVD)

SECURED defines a Trusted Virtual Domain (TVD) as a logical container (or sandbox) for the PSC
and PSAs of one user. This implies that each user has one personal TVD associated to him. The
main properties of TVD are: isolation, trust and simplification. The isolation property ensures that a
PSA can communicate only with other PSAs as well as with the PSC of the same user TVD. The trust
property ensures that a PSA can only execute inside a TVD if it has an appropriate level of trust. The
simplification property allows to uniformly apply security policies to all PSAs of the same TVD.

Trusted Execution Environments (TEE) The isolation at the application level in SECURED im-
poses the requirement to introduce the concept of Trusted Execution Environments (TEE). The TEE is
defined as the virtual execution environment for executing one or more PSAs. It includes two parts:
the privileged area and the unprivileged area. It is administered and configured by a user’s Personal
Security Controller (PSC) through a Control and Management interface (see Section 4.8.4).

The privileged part contains the control and management modules of the TEE which enforce the com-
munication with its PSC. Furthermore, it controls the execution of the different PSAs acting as a proxy
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between them and the PSC. On the other hand, the unprivileged part contains one or more PSAs. If
there are multiple PSAs in an TEE, then the TEE must isolate PSAs from interfering with the execution
of other applications or the network configuration.

4.8.3 TVD Manager (TVD MGR)

The TVD manager is the component that determines, creates, controls and destroys the TVDs of con-
nected users. This component is split in two subcomponents: the NED Orchestrator and the NED Man-
agement. The former is a technology-independent module, and the latter is the technology-dependent
module. The relationship between the PSCM and the TVD Manager is shown in Figure 10.

NED Orchestrator
The orchestrator is the decision–maker component that allocates resources to a user’s TVD and cre-
ates the connections of their corresponding TEEs to the data and control/management networks. An
important remark: the orchestrator stores only the user session tokens and does keep any user con-
text information. This module is aimed to coordinate and manage the NED TEEs instantiated and the
internal network topology.

Whilst this component is technology-independent, it relies upon the NED Management module to
enforce its decisions and uses the control plane network to retrieve the needed user informations from
the SPM using the user session token. The user information useful to the orchestrator is stored inside the
user profile, but the orchestrator will also need to locally load the user’s PSC instance, fetch the PSAs
and policies, but must not perform any action on them (apart from transferring them to the appropriate
component).

NED Management
The management component is the technology-dependent part of the platform that is privileged enough
to enforce the decisions of the Orchestrator. The two main functionalities are: management of TEEs
and configuration of the virtual networks within a user TVD.

4.8.4 Personal Security Controller (PSC)

The Personal Security Controller (PSC) is the component which controls and manages the TVD en-
vironment, TEEs, user applications, configurations and network interfaces on behalf of a single user.
Each user gets their own instance of a PSC inside their TVD, which captures all the user state and con-
text for their session. Since the PSC is privileged to load applications and enforce configurations, it is
by design kept isolated from the applications, and all applications related to the user must communicate
to their PSC through a restricted Control & Management interface. However, changes to the overall
TVD (such as creating a new TEE) require sending a request to the TVD Manager, which is an external
privileged entity outside the user TVD. The role of the PSC and the datapath for the user traffic flows
are depicted in Figure 11.

The main roles of the PSC component are described next:

• it keeps the abstract service graph (PSAs and interconnections) of the user;

• it determines the TVD topology (realization of the service graph) from PSAs requirements (it
may change depending on NED resources);
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Figure 10: Initialisation: NED authentication and user TVD instantiation.

• it sends the TVD topology to the TVDM orchestrator (the latter contains all TVD topologies and
information on how TVDs are chained);

• it monitors the status of the TVD (e.g. detecting if a TEE has crashed and requires restarting, or
the allocation of a new one);

• it receives the manifests of all the PSAs and assigns each PSA to a TEE.

The PSC is internally divided into two main parts: Control and Management, each with two different
interfaces respectively.

PSC Management
The PSC management tasks include:

• controlling the execution state of the PSAs (e.g. start, stop, restart);

• it pushes the initial configuration of the PSAs;

• it receives the low level configurations for the PSAs from the TVD Manager;

• it retrieves and enforces the PSAs chaining topology.

PSC Control
The PSC Control tasks include:

• monitoring information relay for listing the execution state of the PSAs;

• static measurement of the PSAs;
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• PSAs exception handling which can include execution exception (crash, failures) but also flow-
related information (malware detected, intrusion detected, illegal access).

4.8.5 Personal Security Application (PSA)

A PSA is a component that implements the security policies selected by the user and actually processes
the user’s network traffic. The PSA is composed of a set of security controls that implements one
specific security capability (defined in Deliverable D5.1 [5]), e.g. network monitoring or access control.
The user can select the PSAs by hand and configure them separately (application-driven scenario) or
define a set of policies and let the SECURED platform select and configure the PSAs according to the
defined policy (policy-driven scenario).
A typical PSA contains only a single security control and is called a simple PSA. A PSA that contains
more than one security control is called a complex PSA. The benefit of a simple PSA is that its func-
tionality is well-defined and it can be easily used to chain multiple PSAs together to enforce specific
parts of a policy. On the other hand, the performance of a complex PSA can be better when enforcing
a policy that requires using multiple security controls together, since there is no overhead of passing
messages between different PSA execution environments.
The primary PSA execution method supported by SECURED will be the traditional Virtual Machine
PSA model. SECURED will support a standard TEE for the VM, in which PSAs are configured and
executed. By default, each VM contains a single PSA and service chaining will be used to link PSA
traffic inside the user TVD such that it complies to the user’s service graph definition.
Other PSA execution environments being considered for the architecture of the SECURED platform
are the Container PSA model and Application PSA model.
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In the Virtual Machine PSA model the PSA runs within an isolated execution environment that is facili-
tated by a virtualised OS instance, e.g. Debian or Windows. The benefit of this model is that SECURED
can support various security controls that run in different operating systems, allowing developers to use
existing development tool-chains and also to providesome support for network applications on legacy
operating systems.
The primary disadvantage of this model is that the PSAs contain a larger footprint than that of the
latter models and therefore starting/migrating PSAs will be slower. The Container PSA model enables
multiple isolated user space instances using a single kernel thus minimizing the kernel space duplication
between PSAs, but at the same time reducing the isolation among PSAs. In the Application PSA model
the PSA is running inside a special execution environment, e.g. a Java application (running in JVM)
which is inside the specified SECURED TEE. The PSA computation models are described in more
detail in D5.1 [5].
In order to correctly enforce policies for PSAs, the PSA is accompanied with a plugin that can translate
a user’s policy into its own native configuration. This is known as the “M2L translation plugin”, which
is able to perform the translation of MSPL policies for the given low-level PSA configuration. The
MSPL policy translation service reads the user PSAs and coordinates the correct M2L invocation.
More details on this service are presented in D5.2. For details on MSPL policies, see Section 6.
A “PSA manifest” is associated with each PSA to describe,e.g. the PSA in general, describe the se-
curity functionalities (capabilities) the PSA provides and the requirements the PSA has in terms of
the execution environment used to run the PSA. Additionally, the manifest provides information, for
instance, about the performance of the PSA (network throughput, etc.) to help the user in choosing the
PSAs (in application-driven scenario).

4.9 Authentication System

The authentication system is an independent system which allows users to be authenticated with their
services: the UPR, the PSAR, the PSAM and the SPM. It must be able to receive at least a username
and password and be able to return a unique cryptographic session token with a short lifespan, which
is enough to last for the setup phase of the user TVD on the NED. The cryptographic token must be
used at least to access information from the UPR, such as the service graph and the polices. In an open
ecosystem with an independent identity provider, the user must pre-authorise access and verify their
identity to the all the services prior to using a NED.
By default, the architecture has been designed with two tiers of authentication in mind. One set of
credentials for their authentication system identity, called the SECURED credentials, and the second
set of credentials in the form of long-lived authorisation “cookies” or credentials used to access other
third party services. In this scenario, the user can use a single unified credential to gain access to their
pre-authorised services. This allows for an open model where the user profile is stored and managed
in an independent domain from the PSA provider. This is particularly suitable for an open repository
model, where sensitive and private user data, such as policies and identity information, can be kept
isolated from the providers of the PSAs.
In a scenario where the SECURED provider is also the network provider, or if in the enterprise scenario
where all the infrastructure is owned, then the second authentication tier of cookies are optional and not
required. For instance, a network provider and the PSA provider may be offered by the same company,
in which casethe SECURED provider can be managed under one management domain, using a unified
credential for all systems (e.g. mobile network access will automatically be authenticated to access the
PSAR).
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Figure 12: Integration between authentication system, user profile and PSA repository.

Figure 12 illustrates the role of the authentication system between the NED, the user profile repository
and the PSAR. Existing authentication systems can be used to suit the deployments of the use cases. For
the enterprise scenario, a Kerberos-based authentication system with LDAP can be used. In a mobile
scenario, the OSS/BSS of the mobile network provider will be able to leverage functionality in existing
AAA+ authentication systems.

4.10 Interfaces

The following is a list of functional definitions of the interfaces required between the main architec-
tural components. It is anticipated that most software components of the SECURED architecture will
communicate by means of RESTful interfaces to allow for an evolutionary API.

SECURED application : PSCM. is the interface used by the SECURED application to create a new
connection with a NED and to receive status updates from the NED during a running session. All
the signalling for connection establishment and authentication credentials exchange occur on this
interface. Also this interface can be used to receive the remote attestation measurements from
the NED so that the user terminal can compare them to the golden measurements. Alternatively,
through this interface, a compatible RA verifier can be selected. The SECURED application is
able to monitor the user’s TVD through this interface (security alerts, running status, . . . ). In case
there is no need for protecting the channel through VPN establishment (as in the case where a
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user is going to use a remote NED), then the NED must be the first point of contact (single-hop)
for the user terminal to setup the SECURED service.

User terminal : NED. This is the interface used to send traffic to the NED. The data plane interface is
established over a secure channel (VPN tunnel, WPA encrypted channel, . . . ) and all the ingress
and egress traffic of the user’s device flows through this interface.

PSCM : Authentication system. This is the interface used to authenticate a newly connected user.
User’s credentials are sent over this interface to authenticate the user and retrieve the authenti-
cation token. The PSCM will then pass this token internally to the TVD MGR so that it can
proceed contacting all the other infrastructure components to retrieve the user’s profile, PSAs,
and policies.

Authentication system : UPR. This is the interface between the SECURED authentication system
and the User Repository. It allows for the User Repository to verify the authentication token
passed from the TVD MGR when it is asking for user profile retrieval.

PSCM : TVD MGR. This is the interface used by the PSCM to request the creation of a new TVD.
Once the user is authenticated the PSCM passes to the TVD MGR the authentication token over
this interface. The TVD MGR also notifies the PSCM about the completion of the user’s TVD
instantiation.

TVD MGR : UPR. This is the interface used by the TVD MGR to request the user’s profile on behalf
of the user’s PSC. The profile includes information about the user’s policy, and complete service
graph. Through this interface the MSPL or the low-level configurations for the PSAs are retrieved
from the SPM.

TVD MGR : PSC. This is the interface used by the TVD MGR to control a PSC; the PSC is also able
to reach the external SECURED infrastructure (PSAR, SPM) through this interface, invoking the
TVD MGR. The messages exchanged on this interface accomplish the following tasks:

• the user profile is uploaded to the PSC;
• the PSAs are fetch;
• the PSC can request the TVD MGR for the TVD expansion (PSAs instantiation);
• the PSC retrieves the PSAs’ low level configurations;
• the TVD MGR can monitor the PSC status; this can be accomplished in two ways: polling

approach (the Orchestrator pings the user’s PSC to verify if it is alive and running) and
heartbeat approach (PSC sends heartbeat to the Orchestrator to confirm it is alive);

• the PSC can request any TEE management operation (e.g. reboot, shutdown, or migration).

TVD MGR : PSA Repository. This is the service and interface that allows the TVD MGR to retrieve
PSAs on behalf of the user’s PSC. If the UPR and the PSAR are under two different adminis-
trative domains then this interface points towards an optional PSAR authentication system (the
PSAR authentication credentials are retrieved from the user profile). PSAs tarballs, manifests,
and M2L plugins are retrieved over this interface.

PSC : PSA. This is the interface used by the PSC to monitor, configure, and manage the execution
state of a PSA. Low-level configuration scripts are passed from the PSC to the PSA through this
interface. A PSA can also proactively send notification about any security threat recognized to
the PSC.
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SPM : UPR. This is the interface between the SPM and the UPR. Through this interface the user’s
policies are stored/retrieved/updated. The policies are stored into the user profile in the Policy
Repository premises.

PSAM : PSA Repository. This is the interface between the PSAM and the PSA repository. The
PSAM is actually made up of two different components serving different users: the develop-
ers’ portal and the users’ portal. Both can retrieve and upload to/from the PSAR different kind
of information. A few are listed here (see D5.2 for more details [6]):

• list of PSAs;

• PSA manifest;

• M2L plugin;

• request PSA download, upload, block, and remove.

SPM : PSAR. This is the interface between the SPM and the PSA repository. The SPM requires
contact with the user’s PSAR to retrieve the PSA manifests in order to identify PSAs that are
suitable for a policy-driven service graph.

5 Workflows

The SECURED infrastructure has three primary stakeholders: the PSA developers, the SECURED
providers and the users. The workflows focus on the public facing, whilst management workflows for
providers are described in D5.2 [6].

5.1 Developer workflow

The main developer workflow consists of making their PSA available to the users. This workflow will
be detailed in a later version of this document (to fully support an open–market model), but for the alpha
version of the architecture the PSAR is assumed to be on the same managed infrastructure domain as
the PSAM and the NEDs.

Given that restriction, the PSAM should export a developer interface that allows the following interac-
tions:

• developer registration;

• developer authentication;

• PSA publication (with the corresponding manifest and M2L plugin);

• PSA update;

• PSA removal.

Once the PSAM has performed the required check (the PSA, manifest and M2L plugin are correctly
formed, the developer has the right to update or remove the PSA, etc.), the PSAM stores the PSA,
manifest and M2L plugin in the PSAR.
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5.2 User workflows

There are two main workflows for the users: the off–line workflow that allows a user to configure their
security controls (policies and eventually PSAs) and the on–line workflow that consists of assessing the
trust in the NED before it enforces the user’s security controls.

5.2.1 Security controls configuration

The SECURED components involved are: the user profile repository, the PSAR, the PSAM, the SPM
and, optionally, an authentication system. The user interface is part of the PSAM and the common
actions are:

• user registration: the PSAM creates an empty user profile and if required the user PSAM cre-
dentials 3;

• user authentication;

• user profile update: change the PSAM credential, or fill the profile with the some third–party
credentials (to automatically authenticate the user to a PSAR) for example.

Next, the user needs to create their service graph: SECURED supports two ways for the user to config-
ure their security control - the application–driven and the policy–driven approach.

Policy-driven configuration.
For the alpha revision of this specification, only the application-driven configuration is supported.

Application-driven configuration.
The users create and modify their service graph by building the chain of PSAs they want to be applied
to their network traffic; for each of the PSA involved, they also specify the policy to apply using the
PSA-independent language MPSL4 described in section 6.

Once the user profile has been correctly completed, especially the service graph and required credentials
to retrieve the PSAs, the SECURED infrastructure – mainly the NED – can enforce the user security
controls to their traffic.

5.2.2 Security controls enforcement

The PSAs and corresponding policies are applied to the user traffic at the NED level5, which requires
the following steps before granting the enforcement to the user:

1. Secure channel establishment and NED attestation: the user starts any interaction with a NED
by verifying that its state and identity is “as expected” (he may rely on a third party verifier for
that);

3The SECURED infrastructure may use an existing authentication system such as OpenID or BSS for example.
4The developer must provide a M2L plugin with their PSA to create the PSA configuration from the MSPL.
5It is a prerequisite that a secure channel exists between the user device and the NED.
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Figure 13: SECURED architecture overview

2. User authentication and TVD creation: once trusted, the NED can authenticate the user, re-
trieve their service graph, create their TVD and populates it with the user’s PSC and PSAs6;

3. User Notification: once the TVD has been instantiated and measured, a notification is sent back
to the user about the status of the TVD (the PSAs launched) and the matching policy enforced.

Once these three steps have passed, the NED enforces the security controls on the user traffic.

4 TVD monitoring (optional): some NED implementations will also monitor the TVD environ-
ment and report changes to the user. These integrity reports are intended to be received by the
SECURED app.

Each of these steps implies a trust establishment, either explicit or implicit, between the user and the
NED: trust in the NED base components for 1, in the TVD for 2 or in the TVD execution for 3.
Therefore, a SECURED infrastructure must focus on providing a comprehensive feedback to the user
in case of failure. The interface used can be part of the SECURED application or a captive portal for
application-less client for example.

An abstract overview of the NED component interactions is illustrated in Figure 13.

When a new HSPL needs to be enforced whilst there are existing connections to the NED, then one of
the following basic actions should be taken:

6This step particularly requires a NED to retrieve the user PSAs (and their M2L plugin) from the PSAR; this is when
SECURED compare the PSAs requirement (from the manifest) and the NED capabilities.
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• all current sessions associated to the old HPSL are disconnected and the initialisation sequence
begins again with the new HSPL;

• if the new HSPL does not alter the existing service graph (including the PSAs and the TVD
topology), then new configurations will be sent to the PSAs;

• the final alternative is to not modify existing NED sessions and only apply the HSPL to newly
created sessions. This would however mean that long lasting sessions will not be covered by the
new policy.

6 Policies

The user policy stored in the user profile is divided in two sections according to the language used to
represent it: the HSPL section and the MSPL section.

The HSPL is the language used to represent high-level directives about end-point protection. HSPL is
currently under development and will be reported in D4.1[7]. Currently, HSPL allows the definition
of security policies in the form of close-to-natural-language sentences that follow the syntax described
below:

<subject > <action > <object > [<( field_type=values)>, ...,

<(field_type=values)>]

where subject, action, and object values are selected from a set of predefined values that will be
provided by SECURED. Users (which must not be necessarily experts) can extend the base vocabulary
and can associate fields_types/value pairs. HSPL can be used to specify the following network
access control policies requirements:

• my son is allowed to access Facebook from 18:30 to 20:00

• all users are allowed to access all web content during lunch time

• network administrators are allowed to access SSH on servers in the server-subnet

where the semantics of the direct and indirect complements is defined by a set of attributes. For in-
stance, ‘Facebook’ is a placeholder that links the official Facebook web site, and ‘web content’ and ‘dur-
ing lunch time’ complements are defined as (traffic type = web) and (time = 13:00-14:00).

Additionally, HSPL is used to enable specific security controls (that do not allow much configuration
freedom). For instance, it is possible to specify the following HSPL policies:

• enable basic parental control

• scan email for malware detection

• remove tracking data from Facebook

Even in this case the semantics is implicitly defined by a set of predefined fields/values associations;
for example (check type = malware) is used to select the detection type of the email scanner.
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HSPL policies cannot be directly enforced by PSAs that are configured by means of low level set-
tings. Therefore, SECURED has specified the MSPL that conveys the information needed to actually
configure PSAs. MSPL is independent of vendors, products, opens source software, etc. that is, the
information needed to configure security controls is structured according to a SECURED-defined data
model. This data model builds on the PoSecCo abstract configuration language [9].

MSPL is structured in sub-models. The General Model describes the basic policy-related features, in-
cluding rules, conditions, actions, etc. independently of the security control type. The access control,
filtering, data protection sub-models, by subclassing and extending the general model, permit the in-
stantiation of policies for specific categories of security controls. Other sub-models will be developed
during the next years. MSPL will be reported in D4.1 [7].

6.1 HSPL policy refinement

HSPL policy refinement is one of the services performed by SPM. It takes as input the name of the link
to the user repository and returns a refinement status notification. The refinement service accesses the
user repository, reads the HSPL policy and refines it into the (semantically equivalent) MSPL policy
for the PSAs the user has in their user profile.

The policy refinement is a sophisticated task whose feasibility depends on the user-specified HSPL and
on the PSAs the user has in their user profile. Two ways are foreseen to perform the HSPL policy
refinement: application-driven and policy-driven.

In the application-driven approach, the user selects the set of security applications (e.g. parental con-
trol application) and defines the HSPL policy. In this case, HSPL policies could be non–refinable. That
is, it is not ensured that there exists a set of MSPL rules for the user PSAs that can enforce the specified
HSPL. The refinement makes use of information from the PSA manifest that describes (among other
things) the capabilities and other refinement-specific properties (see D5.1). A very simple example of
non–refinable policy occurs when a user wants to filter blacklisted web sites but it does not selected
any PSA with application layer filtering capabilities. Other more subtle forms of non–enforceability
are possible, for instance, a user that wants to filter communications looking inside an application layer
protocols but the PSA does not inspect the selected protocol, or a user that wants to filter communica-
tions based on the value of some fields that are not watched by the PSAs.

In the policy-driven approach, the user only specifies the HSPL, and then the PSAs are semi-automatically
selected by the refinement service (from a catalogue of available applications) based on their capabili-
ties matching those required by the policies. The selection can be straightforward (when only one PSA
is available with a required capability) or may be based on various criteria (such as cost, performance,
reliability or reputation) when multiple PSAs offer the required capability. For example, a user may
prefer to adopt open-source applications (typically free of charge); choose applications with low net-
work latency (e.g. to match QoS requirements); adopt applications that are reliable to faults or that have
a better reputation (e.g. according to expert reviews). A trade-off amongst different criteria (e.g. cost vs.
reputation) is interesting and useful to users. Therefore, in the case where the policy-driven approach is
used, the refinement process also takes as input the type of optimisation the policy refinement process
must perform and builds on optimisation techniques to select the best set of PSAs for the user.

It is expected that technology-savvy users and security experts would be more interested in the application-
driven approach than normal users, while normal users should find it simpler to define their policy and
then enforce it through the policy-driven approach.
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Figure 14: An example of a user policy stack

6.2 The policy stack

The security policy applied to a user is the combination of the security policies defined by different
actors. For example, a user can specify his own security policy when he is at home. Similarly a
company can specify security policies that will best serve its security needs. In this case, all the com-
pany’s employees will be subject to these policies. Therefore, when the user connects from his personal
smartphone or the business smartphone, he experience different security policies.
On top of these user/company-defined policies, there are other policies that depend on the network
provider. For instance, the user’s ISP may apply restrictions to the user traffic depending on the con-
tract (e.g. low price contracts may not include VoIP traffic) while the company will certainly have no
restrictions on the Internet connection. On the other hand, a company may define NED-specific policies
(e.g. the NEDs accessible to guests may have a more restrictive policy than the ones only available to
internal employees). Furthermore, country laws generate the need for other security policies (e.g. filter
illegal gambling sites).
To model this scenario, SECURED uses the concept of a policy stack7. The policy stack is the ordered
set of policies that apply on the user. At the lowest levels there are the user-level policies, that are
specified by the user or other entities in the user’s context (e.g. a layered company policy for employees,
or the parents’ policy for children). At the highest level, there are the infrastructure policies that depend
on the entity that provides the network connection. As an example, Figure 14 presents an example of a
policy stack from the corporate scenario explained before.
It is worth noting that, the user-level policies depend on the users and apply to them in every case, while
the infrastructure policies are only known when the users connect to a NED
Policies in the policy stack are categorised in “cooperative policies”, which are disclosed to the user by
a reconciler which can access them for several activities (like inter-conflict analysis and reconciliation
as described in next sections), and “uncooperative policies”, which are not disclosed to the user by the
reconciler. These two policy types are labelled respectively C and U in Figure 14. More details will be
provided in later WP4 deliverables.

6.3 MSPL analysis

MSPL policies may contain anomalies. Anomalies are defined in literature as the occurrence of contra-
dicting rules or never activatable rules (redundant rules) [10]. Anomalies may appear because the user

7Theoretically, in the most general case, policies can be prioritised to form a semi-lattice.
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created them during MSPL policy specification, or because of the merging of MSPL policy statements
obtained by refining the HSPL policy with the ones explicitly written by the user. Showing anomalies
to the user is important as anomalies may be the evidence of specification errors. However, not all the
contradicting rules are actually errors (as contradictions are an easy way to define the exceptions like
‘allow access to all the internal websites but ws1). Thus MSPL policies need to be examined by the
users.

Therefore, the SPM provides the MSPL analysis service, which analyses user’s MSPL policy for
anomalies. This anomaly analysis is named in literature intra-policy analysis, as it only works within
one policy. This service takes as input the link to the user’s repository, reads the MSPL policy and pro-
duces as output a list of identified anomalies that are shown to the user via the GUI8. For each anomaly,
the MSPL analysis service produces a set of standard anomaly resolution actions that can be selected
by the user. Moreover, the user can also manually resolve the anomalies by editing the MSPL policy
(e.g. in case of big mistakes). In case of contradictive anomalies, one possible resolution action is to
simply accept the anomaly.

Unfortunately, anomalies may occur also among different policies in the policy stack. In this case, the
process is named inter-policy analysis. The MSPL analysis service provides support for inter-policy
analysis. To perform the inter-policy analysis, together with the user profile link, the analysis service
receives as input a set of links to other policies in the policy stack. Clearly, all the policies involved
must be cooperative. Even in this case, the MSPL analysis service outputs a report including all the
identified anomalies and a list of resolution actions. One difference with intra-policy analysis is that
the only resolution actions allowed for this case are the ones that (1) imply accepting the anomalies or
(2) operating changes into the user policy (other cooperative policies in the higher stack layers are not
modifiable by the user).

6.4 Reconciliation of cooperative policies

When the policy will be actually enforced by the NED, contributions from different actors must be
reconciled to obtain a single policy to be processed by the user PSAs. In such a case, there are two
possible situations, either the end user’s MSPL policy is not in disagreement with other policies in
the policy stack or there is a difference in policies. SECURED foresees a process to automatically
resolve all the differences. This process is named policy reconciliation, and it is performed by another
service provided by the SPM, the policy reconciliation service. This service takes as input the link to
the user profile and the user policy stack, and produces as output a new MSPL policy9 where all the
contradictions are solved (by means of reconciliation functions that take into account policy priorities
and other). All policies to be reconciled need to be cooperative.

6.5 MSPL policy translation

The reconciled MSPL, obtained as output of the policy reconciliation service, needs to be translated
to be actually used by the user PSAs (the ones selected by the user in the application-driven scenario,
selected by the HSPL in the policy-driven scenario). To this purpose, the SPM provides another service,
the MSPL translation service that accesses the user’s repository, reads the reconciled MSPL policy

8It is currently under evaluation whether the report must be stored in the user profile or just produced and consumed by
the user (e.g. through the GUI).

9For optimisation purposes, the reconciled policy can be stored to avoid to be recomputed as it is expected that users
connect to a limited number of NEDs.
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and outputs a set of actual configurations for all the user PSAs. Every PSA is provided with a M2L
translation component, which is able to perform the translation of MSPL policies for the given PSA.
The MSPL policy translation service reads the user PSAs and coordinates the correct M2L invocation.

6.6 Chaining of uncooperative policies

Reconciliation is only possible with cooperative policies, as full access is needed for a policy to be
processed by the reconciliation service. In scenarios with different administrative domains where rec-
onciliation cannot be done (e.g. enterprise and government domains), an alternative approach is used
to enforce the policies in the user policy stack, the policy chaining.
Chaining consists of redirecting the output of one set of PSAs in one administration domain (e.g. user
TVD) to another set of PSAs in another administration domain (e.g. the ISP TVD). The user must not
necessarily own the PSAs in other domains when chaining is performed. This is useful when more
sophisticated controls are required by the entities that specify the higher policies in the stack.
The user is informed about other uncooperative policies in its policy stack. The user also receives
a report indicating the MSPL rules that are affected (partly or completely overwritten) by chained
uncooperative policies. This can be delivered either through a web portal provided by the PSCM
during the authentication phase or alternatively through a notification sent to the SECURED app.

7 Design considerations for mobility

One of the aims of SECURED is to provide security services to mobile devices when they move across
different types of access point, offloading these computational tasks away from the endpoints. Targeting
mobile devices security implies that mobility is a key concept to be addressed in the project. Therefore,
the design considerations that mobility introduces to the SECURED architecture have to be carefully
analysed with the clear objective of having a general and flexible architecture, able to adapt to different
mobile scenarios. This analysis of mobility is particularly applicable for certain BYOD scenarios, such
as when users move from their office to their home, or from their office to a 4G network.
The security service provided by SECURED will be an on-demand service, which implies that all the
security defined by a user has to be setup, deployed and enforced when the user connects. Likewise,
if the user disconnects all the configuration regarding security needs to be removed. Furthermore, if
a user moves, his security has to remain close to him which may result in migrating the security state
across different NEDs.
Depending on the mobility patterns, SECURED considers two types of mobile users: nomadic and
live-mobility users. These two classes are:

Nomadic mobile user. A user is considered nomadic when every time he connects to SECURED,
being this connection the first time connection or caused by turning on the device in a different
location, where the security is completely setup and instantiated from scratch. For example, a
user working with a laptop at home idling the device while on the move, then restarting it once
he reaches the office. In this case, it is not necessary to keep the connections alive. Even if it can
happen that the state of some applications need to be restarted, but without requiring seamless
mobility.

Live-mobility user. In this case a user requests seamless mobility, i.e. the security moves along with
the user keeping its state, as well as the user data connections. For example, a live mobile user
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may be a user working with a smartphone on the move. This implies the possibility of changing
the access medium, i.e. from a WiFi AP to another, most probably implying a change in the
NED providing the SECURED service. Then, in the live mobility scenario, two main tasks have
to be addressed: handling the endpoint handover (user perspective), and the migration of the user
security state (SECURED infrastructure perspective).

Apart from the user classification defined above, two different mobile security deployments models
are foreseen, which will allow addressing mobility in different ways. According to the location of the
SECURED NED, two scenarios are foreseen (depicted in Figure 15):

Intra-NED user migration. A user migrates from a network access point to another, but both points
are managed by the same NED (e.g. a NED managed by the ISP located at the edge of the core-
network, or in the case of a split-NED). The network access technology can be the same or even
change during the endpoint handover process, but maintaining the same NED. From a mobility
perspective, this is a less demanding scenario because the user’s security execution environment
does not have to be migrated.

Inter-NED user migration. A user moves between two NEDs and his security requires to be migrated.
In this case, not only the network access changes but also the NED where the user security is
enforced. This scenario is more challenging and raises both the need to migrate the user’s PSAs
states and manage the endpoint handover, which imply multiple additional steps at the destination
NED (e.g. policy reconciliation, as later described), all without loss of the ongoing connections
on the end-device.
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Figure 15: Mobile scenarios: inter/intra-NED migration.

As an initial definition of the mobility case in SECURED, it is considered that the mobile service will
be offered by the same administrative domain, e.g. the same ISP or company is the one providing
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the security service when the user moves. The scenario becomes more complicated for the case of
providing SECURED through different administrative domains in a seamless and transparent manner.
This implies that different domains require to perform a federation process to allow a roaming user to
consume SECURED services when it connects to their infrastructure. At this early stage of research,
the mobility part of this specification assumes that a user is always under the same administrative
domain.

Within the monolithic NED implementation and the mobility case that considers switching the NED,
the specification will need to be updated to directly address the inter-NED migration scenario described
previously. Migration of security applications can be addressed in three ways:

Restart. When the user migrates, the destination NED recognizes him as new and triggers he normal
authentication/attestation procedure. No state migration actually happens, and previous connec-
tions are lost. This case is related with the nomadic user mobility scenario.

Reactive migration. The user’s state is migrated from the source NED to the target NED once the
physical connection migration has already happened, i.e. the handover process already took
place (late-migration). This can cause user’s connections drop and service discontinuity because
of the latency introduced by the environment startup and state migration. In this case the user
will probably face a delay in the service provisioning.

Pro-active migration. The migration is somehow anticipated and the target NED can start setting up
the execution environment before the actual handover takes place. This approach shorten the
migration latency and allows to achieve seamless mobility.

SECURED considers that the pro-active migration is a more suitable approach compared with the reac-
tive one. Furthermore, different mechanisms to trigger the migration process require further research.
The next section presents some initial ideas regarding these mechanisms.

7.1 Pro-active approach

In the pro-active migration, the user’s device or the infrastructure is able to recognize in advance the
proximity of a handover point and trigger the migration to a designated best-NED target. Two main
approaches are foreseen depending from which side the migration is triggered: either from the endpoint
or from the SECURED infrastructure.

Device-triggered proactive migration. The user’s mobile device is in charge of signalling to the
target-NED that it is going to migrate. This implies an active role for the mobile device that
will then have a context-aware agent/application running on it to communicate the mobility sta-
tus to the infrastructure. The handover is not transparent for the user’s device.

Infrastructure-triggered proactive migration. The source NED is able to recognize the upcoming
user’s migration based on location information provided by the network and/or the device and
trigger the migration toward the target NED. The migration is transparent for the user, however,
the endpoint is involved in the handover processes.

In both cases once the migration event is triggered, the source and target NEDs will communicate so
that the target NED can retrieve the user’s credentials and PSAs’ status. Then, it will pre-allocate the
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resources to host the user’s environment and start it once the user actually migrates. It is possible that
the anticipated migration will never happen. To avoid resource wasting, a roll-back operation will be
provided, where the pre-allocated environment on the target NED may be destroyed upon the migration
failure using timeouts.

7.2 Migration-aware Applications

Due to the diversity and size of the applications, SECURED foresees the need of an application to op-
timize the migration process by declaring themselves as “migration-aware”. Particularly, applications
will be able to signal this feature inside their manifest. Then, these PSAs will be able to expose in a
compact format all the current user’s state, enabling a fast and efficient migration. This mechanism will
be made available through the compliance to a specific SECURED API, which will be specified within
WP5. As a fallback solution, non migration-aware applications will be really challenging from a mo-
bility perspective because the only way to migrate the user’s state will be to move the whole memory
footprint of the application. This could not be feasible under certain circumstances (e.g. really huge
states, specific virtual network configurations) causing the loss of the user state in case of migration.

7.3 Context aware policy reconciliation and mobility

SECURED allows the definition of policies at different domain levels in a hierarchical manner, i.e. the
policies can be defined by governments, ISPs, companies and users. Therefore, a policy reconciliation
process is required at each NED to resolve policy conflicts such as policies overriding. According
to the context and location of the NED, the user policies and the context policies (joint referred as
the policy stack) will have to be conciliated and as a result, a unique set of non-overriding policies
will be obtained. These policies will be enforced on the NED user execution environment. However,
once the inter-NED mobility case is included, the policy reconciliation may impact in the security state
migration as described below.

The first and most simple scenario is where the inter-NED migration does not require a policy recon-
ciliation at the destination NED. This case implies that when a user moves from one NED to another,
the destination NED is under the same administrative domain and the policies obtained from the policy
reconciliation are the same in both NEDs. Thus, the security can be completely migrated without the
requirement of adding or removing applications in the user’s security. However, the second scenario is
when the policy reconciliation at the destination NED results in a different set of user’s policies due to
a change of context (e.g. moving from the home to a corporate network). This different set of policies
may be enforced by a different group of applications (total or partially different), and the way that they
are connected. Thus, it is important to further investigate how the migration of the user’s security state
will be solved in the latter case. Different approaches can be considered, e.g. a complete migration
of the user’s security state by migrating his personal execution environment, or a per application state
migration. The latter aims to maintain the state of the applications that are re-instantiated at the desti-
nation NED. These two cases provide a different level of granularity which impose the complexity at
the SECURED infrastructure for the case of complete migration, or in the developers for the case of a
per application state migration.
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8 Interoperability and architectural extensions

This report presents an early specification for the SECURED architecture, which will be revised with
subsequent future versions, and should be treated as a preview.

8.1 Interoperability standards

In the SECURED context, interoperability means that any device can use a NED and that, idealy, any
user security control can be enforced by a NED. The connectivity interoperability is achieved through
the transparent traffic delivery and the interoperability of the underlying network stack (e.g. TCP/IP,
3G/LTE/WiFi). SECURED leverages three features to address the enforcement of interoperability:

• the policy–driven configuration allows the user security controls to be executed on any NED
(functional interoperability);

• the model–driven approach avoids the need to define an API which could end up not being
future–proof (future interoperability);

• the PSA integration model defines a limited API to interact with the PSA and uses a network
abstraction for handling the user traffic (execution interoperability).

The first two solution proposed are research areas that will be explored during the project, and therefore
not part of this alpha version.
The execution interoperability feature aims at providing a way for a NED to execute any PSA10.

8.2 Multi-domain support

With regards to the ecosystem (i.e. the way NEDs, PSAM/PSAR, SPM, etc. are deployed in a SE-
CURED domain), this version of the document is limited to a unified ecosystem, where every com-
ponent is part of the same managed domain. Opening the ecosystem to encompass marketplaces and
FOSS repositories will require improved interoperability definitions and is one of the main extensions
for the architecture.

8.3 Distributed model

The second main extension for SECURED focuses on the NED itself. In the initial vision, the NED is
a single computational node which can be moved depending on the network topology and the scenario;
it can be the edge device itself (monolithic NED) providing standard routing services and capabilities,
nearby (split NED) e.g. using a software-defined network, or in a specific place known by the user
device (virtual/remote NED).
As more enterprises and network providers move towards managed private cloud and miniature data-
center installations, the more capable businesses will be in deploying computational NEDs. However,
keeping resources confined to an individual node creates scalability challenges for performance and
administration. SECURED will aim to address an additional paradigm where the NED itself can be

10SECURED does not aim at solving the problem of ubiquitous execution of an application: if a PSA is designed to
be executed in a given environment (e.g. GNU/Linux), a NED without this environment will not be able to enforce the
corresponding security control, hence, SECURED is likely to promote a template TEE for a common PSA platform.
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decomposed into a distributed system across multiple nodes, in which it will be able to scale to service
a larger numbers of users. This extension addresses big enterprise network use cases, servicing for
small and medium businesses, and large residential areas in an ISP setting. This provides consolidated
compute in big collections of managed computing nodes in a central place, rather than transforming
each edge device into a separate split-NED. From the user’s perspective there is no difference between
a physical NED hosted by the ISP and an NFV-based distributed NED.

The current foreseen model retains the fundamental architecture with the addition that physical bound-
aries and connections can become virtualised. The design of the SECURED architecture is flexible
enough that it easily aligns with the current ETSI NFV architecture[11], illustrated in Figures 17 and
16. However, as physical boundaries and connections become virtual, a number of security challenges
arise relating to topics such as remote attestation and authentication, which will be explored in the
relevant work packages.

In the current architecture iteration the PSC is a single, simple and static controller for the user’s TVD.
SECURED will investigate an evolved PSC which can provide network programmability and act as an
SDN controller for the user’s TVD, with a constraint of Northbound and Southbound interfaces (e.g.
a software TVD vSwitch in the current models, or a physical switch in the distributed model) that can
still satisfy security and isolation requirements. This has the potential for future vendors or open-source
developers to provide additional innovation to the SECURED platform. Furthermore, inter-process
communication frameworks for co-operating PSAs (with potential performance improvements) may
be a likely research area that requires investigation for subsequent architecture versions.
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Figure 16: The ETSI NFV architecture framework.
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Figure 17: SECURED architecture alignment with the ETSI NFV architecture.
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A Abbreviations

AAA Authentication, Authorisation and Accounting

HSPL High-level Security Policy Language

ISP Internet Service Provider

M2L Medium-to-Low level translation

MSPL Medium-level Security Policy Language

NED Network Edge Device

NFV Network Functions Virtualisation

OSS/BSS Operations Support System / Business Support System

PSA Personal Security Application

PSAM PSA Manager

PSAR PSA Repository

PSC Personal Security Controller

PSCM PSC Manager

RA Remote Attestation

SDN Software-Defined Networking

SECURED SECURity at the Network EDge

SPM Security Policy Manager

TEE Trusted Execution Environment

TVD Trusted Virtual Domain

TVDM (MGR) TVD Manager

UPR User Profile Repository

VM Virtual Machine

VPN Virtual Private Network

vNED virtual NED (software-based)

xDSL Digital Subscriber Line
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B Abstract service graph

This appendix contains an example of a service graph.

"USR -SG" : {

"id" : "user1_123",

"PSAs": [

{

"type" : "firewall"

},

{

"type" : "web_cache"

},

{

"type" : "antivirus"

},

],

"flow -rules" : [

{

"flow -space" : {

"port" : "eth0",

},

"action" : "firewall :1"

},

{

"flow -space" : {

"port" : "firewall :2",

"app_proto" : "web"

},

"action" : "web_cache :1"

},

{

"flow -space" : {

"port" : "web_cache :2"

},

"action" : "antivirus :1"

},

{

"flow -space" : {

"port" : "firewall :2"

},

"action" : "antivirus :1"

},

]

}
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